The Internet of Things and particularly energy constraint object revealed these last years some radio frequencies technologies which allow to realize wireless transmissions at long range and with low energy. This change of paradigm makes tip over the problems of multi-hop networks to multi-channel MAC networks. The LoRa™ technology arises from this sphere of influence by using the spread spectrum to reach the expected performances. This physical layer is very original compared with the physical layers used for a long time with the IEEE 802.15.4 standard. This article highlights the specificities of the LoRa™ physical layer to design new MAC layers for the ad hoc Internet of Things.
Introduction
The Internet of Things (IoT) is a growing field. This is a relatively large area of application where many scientific, technological and societal issues arise. Technologically, IoT can be addressed by the data side or by the network side. Regarding the network part, we distinguish the collection network, wireless and energy constrained, from the rest of the backbone constraints and challenges are not the same. It is considered that the wireless part of the IoT (Device-Layer of the IoT [1] ) inherits ad hoc mobile networks (MANET) and wireless sensor networks (WSN) from the proximity of constraints and latches [2] . However, recent technological advances in narrow-band (NB) and ultra-narrow-band (UNB) technologies are opening up new possibilities, such as radio range, topologies, and multi-channel access. These possibilities make it possible to consider new collection network, especially at the MAC level. This is for example the case with LoRa™ technology, the acronym for "Long Range" which is a NB wireless transmission technology for long range and energy efficient transmissions for the node sensors. Thanks to its various parameters, LoRa™ makes it possible to imagine new medium access controls. This article proposes to list the different technical levers that the LoRa™ radio physical layer offers and to study the performances outside any MAC consideration. This study shows the beginnings of the development of new MAC layers for the Internet of Things.
This article is structured as follows: after this introduction, we present in more detail the problematic of the transition from multi-hop to multi-channel. Next, we present a detailed analysis of the LoRa™ technology and the different levers that it allows to activate, particularly in terms of the isolation of logical channels, followed by a state of the art of the techniques for using these methods. Then we present an experimental study evaluating, on a real test bench, the logical isolation capacity offered by LoRa™. In a final part, we present ways to improve MAC mechanisms in LoRa™, before concluding the article.
2 Problem: From Multi-hop to Multi-channel For many years, in the dynamics of the IEEE 802.15.4 standard, a major difficulty in scaling up the number of nodes is at the routing level. The very limited resources in terms of datarate, computational performances and energy of the nodes of this type of network do not make it possible to search and find routes efficiently on a large number of nodes of the global network. The IEEE 802.15.4 standard, heavily used in recent years, mainly uses physical layers that have a fairly high throughput for a sensor network (250 kbit/s) but whose range is limited (200 to 300 m in outdoor and 30 m in indoor ).
The use of physical layers like LoRa™ makes it possible to greatly increase the radio range, which has the effect of changing the type of topology, protocol architecture and therefore globally, paradigm [3] . It is interesting to note that for the usual applications of the Internet of Things, with an equal node density, for a LoRa™ network, the density of the links increases and the distance in number of jumps decreases, compared to a network 802.15.4. The Fig. 1 makes it possible to represent this change of scale at the level of the radiofrequency cells. This last point makes it possible to release the constraints on the layer 3 and on the multi-hops routing algorithms. However, this constraint is transferred to the MAC layer because with the increasing density, a larger number of nodes must share the medium on the same local geographical area. This disadvantage is accentuated by a longer transmission time, which collapses the capacity of the medium. It is necessary, at the MAC level, to take advantage of the possibility of instantiating several channels in order to distribute the nodes on all the available channels and to find suitable temporal performances, thus making it possible to scale up.
Analysis of the Levers Offered by LoRa™
LoRa™ is a narrow-band wireless transmission technology, which gives it a high degree of robustness (high receiver sensitivity, long range). The trade-off that needs to be made is at fairly low throughput. There is also a limitation of the emission duty cycle (duty cycle) related to the fact that the LoRa™ modulation is intended for ISM bands (Industry, Scientific and Medical) which are unlicensed bands. These bands are said to be unlicensed because they can be used by any user without a license, which favors the uncoordinated deployment of varied and generally incompatible networks. This is an essential detail in our reflection because the use of these bands can be very strong and they can be very polluted and electromagnetically congested.
LoRa™ technology is based on CSS (Chirp Spread Spectrum) which is a particular spread spectrum technique. The goal of the CSS techniques is to spread the spectrum on different frequencies and on different instant of the time by adding both a strong redundancy and a correlation in the signal in order to greatly increase the robustness thus limiting the multipath phenomena. This modulation is obtained by coding the information using orthogonal codes, quantified by the Spreading Factor (SF). In the next section, the different parameters of the LoRa™ physical layer are presented.
LoRa™ Physical Layer Settings
Spreading Factor. In order to increase the reliability of the transmission and thus make it possible to send messages at long range, the LoRa™ modulation uses a strong redundancy of information. For this, each bit of the message is coded by a symbol composed of several bits. In this way, it is much more difficult to confuse a '1' or a '0' received. This increases the signal-to-noise ratio, which makes it possible to reach objects in harsh environments or at longer distances. The SF simply corresponds to the number of "bits" per symbol. The Table 1 shows the different spreading factors currently available in LoRa™ tranceivers. A Chirp is a frequency sweep used by CSS to represent a bit at the physical level. The number of Chirp/symbol represents the number of symbols at the physical level to represent a bit of information. This metric gives us the number of symbols used to represent a bit of information, so this is the coding efficiency at the physical level. For each SF, there are two codes, one for the '0' symbol and one for the '1' symbol. Note that the more the SF increases, the longer the code length is and therefore the lower the useful bit rate is. When we increase the SF by 1, we multiply the length of the code by 2 and thus we divide the data rate by 2. According to the Friis formula (1), one can deduce that a gain of 6 dB on the link budget makes it possible to double the transmission range. For example, moving from a SF 7 to a SF 12, improves the coding gain of +12.5 dB. This gain makes it possible to have a transmission distance multiplied by four. The Friis model is a simple model that is not adapted to a Smart City environment but we use it here to just give an idea of the impact of the spreading factor. An important property of the SF is that the codes used are orthogonal to each other from a mathematical point of view. That is, from a theoretical point of view, a message coded with a certain SF can not influence a message with another SF present at the same time on the same medium, in the same place. We are in the presence of several logical channels, even if they are on the same frequencies. Of course, the LoRa™ modulation requires that the receiver and the transmitter are parameterized with the same SF to be able to communicate together. It is very interesting to note that in the current LoRa™ radios, there is a technological difference between an end-device and a gateway. A gateway is able to receive messages with different Spreading Factors without having to reconfigure its radio. This property allows it to have a privileged place in the network, however, it is still bound to the same legislation as the End-Devices.
Coding Rate. The LoRa™ modulation natively uses cyclic redundancy codes, of the Hamming code type, which make it possible to check the integrity of the message received. This check is performed after receiving a message to the correct SF. The tranceiver automatically recalculates the cyclic code and depending on the result decides whether or not to validate the received message. In the header of the physical layer, there is a field that indicates the coding rate of the message. This allows a receiver to receive messages with different coding rates. On the other hand, the coding rate does not make it possible to create new channels unlike the SF! The array Table 2 shows the different possible coding rate values in a LoRa™ tranceiver. Bandwidth. Bandwidth (BW) is the bandwidth used during a transmission. It is expressed in Hertz. For the modulation LoRa™, it is possible to send a chirp per second and per Hertz of bandwidth. That is, if you select a bandwidth of 500 kHz, you will be able to send 500000 chirps per second. Depending on the SF and the Coding Rate that we have chosen, we will be able to determine the maximum possible data rate. According to [5] , the division of the value of BW by two makes it possible to gain 3 dB of additional sensitivity. According to the formula Friis (1), a 125 kHz emission instead of 500 kHz allows to gain 6 dB and thus to double the transmission range in free field.
LoRa™ Logical Channels
In our problem of densification of nodes in radio range, it is necessary to make the best use of the available parameters in order to create a multitude of subsets of communication channels that do not interfere with each other. Here in after, we briefly present the frequency and time division techniques that have already been used. In a second step, we will present the creation of channels by coding using the SF.
Channels by Frequency Division. It is currently possible to use LoRa™ directly in the 433 MHz, 868 MHz and 2.4 GHz bands due to the availability of associated transceivers on the market. For example, the SX1276, the SX1272 and the RN2483A. Take for example the 868 MHz band in Europe that is used by the LoRaWAN protocol. LoRaWAN is a MAC and network protocol based on a LoRa™ physical layer. This band ranges from 868.0 MHz to 868.6 MHz with a radiated power limit of +14 dBm, a duty cycle of less than 1% and no limit on bandwidth [6] . Therefore, it is possible to divide this 600 kHz band into several frequency channels. This is what was decided for the LoRaWAN protocol with the use of three main channels at 868.10 MHz, 868.30 MHz and 868.50 MHz center frequencies. On these bands, it was chosen to use a bandwidth of 125 kHz, which leaves a width of 75 kHz between the channels. We see that it is possible to go much further in the cutting of this band, using channels with different bandwidths for example.
Channels by Time Division.
As with other radio technologies, it is possible to set up a time multiplexing of transmissions. The specificity, however, is that currently, LoRa™ is used on the so-called 'ISM' bands and that the limitation of these unlicensed bands obliges an emitter to respect the duty cycle limitation at 1% maximum. This imposes a cumulative total issue time of 36 s maximum over a rolling hour. The limitation on the transmission time is 3.6 s and 1.8 s between two transmissions. With a relatively standard setting (SF7, 125 kbps) a frame of 30 bytes lasts 70 ms on the medium. With the legal limitation, it is possible to send 514 messages per hour. This limitation on the duty cycle is not applicable if the MAC layer implements a Listen Before Talk (LBT) mechanism, i.e. an analysis of the free or busy medium before sending. The effect of LBT is similar to that of Clear Channel Assessment (CCA) used in CSMA/CA type MAC protocols but not based on an energy threshold.
Channels by Coding. Coding multiplexing is the most original and interesting for the LoRa™ physical layer. Indeed, the use of SF will allow to create a third dimension of channels. As the codes used by the different Spreading Factors are orthogonal, it is possible to perform simultaneous transmissions on the same medium air while avoiding collisions. It is conceivable to think that, as there are 7 spreading factors (from 6 to 12), the number of channels available by time and/or frequency multiplexing is multiplied by 7. It should be noted that the SF 6 is a bit special because it requires the use of the implicit mode which is a payload transmission mode of fixed size. However the choice of a SF is not insignificant! The first remark is the emission time that evolves at power 2 according to the SF. At the same time, the robustness of the signal is improving! We will therefore be able in a given frequency channel to create several channels depending on the state of the link. A transmitter that is very far from the receiver or in adverse conditions will be able to change SF to pass on a more robust channel, and better radio range.
Synthesis. The use of LoRa™, in unlicensed bands today, allows via different techniques to make many logical channels. It must be remembered that despite all the use of unlicensed bands imposes a limitation of the duty cycle which is in no way solved by multi-channel MAC techniques. The coding channels are very original and interesting in the LoRa™ technology because they allow very different channels in terms of range and robustness. This diversity of channel parameters could be used to setup the physical layer according to the range between two nodes. An important parameter for MAC layer development is the impact of synchronization on performance. Indeed, the logical tightness between the channels must not be dependent on the temporal phase shifts between the channels because it is a very difficult problem to solve.
Related Works
The most deployed MAC layer based on a LoRa™ physical layer is LoRaWAN. This MAC layer already uses datarate adaptation mechanisms, by changing SF and transmission power, in order to optimize communications [7] . It is the device (connected sensor) and not the central base station, which can choose to automatically adapt its parameters or ask the network to determine them. LoRaWAN therefore already uses a SF pluralism mechanism but only for the purpose of optimizing static devices. This is not enough because the goal for LoRaWAN is to optimize the objects independently and not to distribute them intelligently in channels.
The joint optimization strategy of the transmission power and SF is justified by [9] because changing SF is much less optimal from an energy point of view than increasing the transmission power. The strategy to optimize the robustness of the links is to increase the transmission power to a point where it is more optimal to change the SF and reduce the transmission power.
In addition to this justification [9] shows that the optimization of energy can only be done by a strict spatial re-use by using the orthogonality property of the spreading factors.
According to [10] routing algorithms like RPL are difficult to use in a LPWAN context on unlicensed bands. The strict legislation in terms of number of messages does not leave much space for algorithms requiring frames dedicated to the operation of the network. It is necessary to design new MAC layers that counterbalance these routing issues.
In order to design these MAC layers, it is important to carry out a rigorous theoretical and practical study of the isolation between the spreading factors and the influence on the properties of an associated MAC layer. Several articles have treated the theory as [11] , we propose to complete this study by experiments in real environment.
Performance Analysis of Logical Isolation Between
Spreading Factors
Experience with Time Phase Collisions
Experimental Protocol. In order to prove the hypotheses advanced, we set up an experiment with 4 nodes, two transmitters and two receivers of End-Device type (Adafruit Feather [13] with HopeRF RFM95 transceiver [14] ). We seek to study the impact of a simultaneous emission of two nodes on the same frequency band but with different spreading factors. The choice to use four nodes makes it possible to group them in pairs with the same parameters, one node in transmission and the other in reception. By analyzing the received frames and what they contain, we can deduce the frame error rate (FER) and compare it with the same rate without simultaneous emissions. The synchronization of the nodes is very important to finely control the phase shifts between the two transmitting nodes. Thanks to this synchronization, we can select a large frame and a small frame to analyze if the rate varies according to the crush zone of the packet. In order to achieve this synchronization, we connected the two transmitters by two wires and two Boolean signals. Figure 3 shows the wiring of this synchronization. One node is master and the other slave, the master waits for the first signal of the slave which indicates to him that he is ready to emit. Once the master is ready to transmit and has received the signal from the slave, it sends a signal to the slave to tell him to start transmitting the frame (Fig. 2) . When the SF is increased by 1, the size of the packet is approximately doubled. We chose to use one package with a SF of 9 and another of 7. The packet sizes are respectively 250 ms and 70 ms. These sizes make it possible to take the longest packet as a reference and to crush it (disrupt it or collide it) by shifts by the second. This experiment was carried out in these realistic conditions that is to say that the two transmitters were side by side in one side and the two receivers on the other side. The two couples are separated from a distance of 200 m with a building in between. The distance of 200 m seems weak but given the indoor conditions of the nodes, we noticed by the practice, that we were in limit of reach for the link to SF7 which is the least robust. We have observed in practice and it is explained in [8] that in the near field there are orthogonality problems between SF. We decided not to do the measurements in this topology which is not representative of reality. Results. The experiment consists of sending 500 frames for a fixed time offset between the frame at SF 9 and that at 7. We decided to send 500 packets in order to have a correct estimate of the frame error rate. We have selected these values for the time offset so as to test crashes (overlaps or collisions) on different parts of the packet. This proves that this overwriting property is valid on all parts of the packet (Table 3) .
Analyse. The frame error rate is very low and uniform whatever the area of the packet, this allows us to demonstrate that it is possible to send several frames simultaneously at the same frequency, with the same parameters but with a different SF. This physical isolation makes it possible to assert that it is possible to create physical channels on the same frequency that have different characteristics in terms of reliability and throughput. This physical isolation is not dependent on a time synchronization between the different channels and is not dependent on the content of the frame.
Collision Matrix on All Spreading Factors
Experimental Protocol. After proving that for a given pair of spreading factors (7 and 9), there is a real tightness at the physical channel level, it is necessary to generalize this property. For this, we place ourselves in the same experimental conditions, with two transmitters synchronized by logic signals, and two non-synchronized receivers. We will build a collision matrix. For this we parameterize a transmitter/receiver pair with a SF1 SF and the other pair with SF2. Then under these conditions, we re-test all possible time offsets.
Results. Table 4 is an example of a result for a delay of 10 ms between the two transmitters. The numbers are very similar regardless of the delay, so showing only one sample is enough. Analyse. For the diagonal of the matrix of the array Table 4 , when the two emitters use the same SF, we notice that there are many collisions. We can not conclude that there is a tightness when two transmitters speak simultaneously with the same SF. When the two nodes emit with different SFs, the number of collisions is limited. It can happen, with a rate of 2.2%, that one of the two messages is not received by the receiver.
Towards New Ad Hoc MAC Layers for the Internet of Things
The results presented in this paper show that the LoRa™ physical layer proposes several levers that make it possible to envisage new MAC protocols that benefit from the characteristics of this mode of transmission. In view of what has been described above, we propose a new concept of 3-dimensional MAC layer, using the three frequency, time and code multiplexing, illustrated by the Fig. 4 . The first two multiplexes (frequency, time) are relatively conventional, they are used by most technologies. Frequentially, the selected band, for example the 868 MHz ISM band, can be subdivided into frequency channels with a fixed (as in LoRaWAN) or variable bandwidth, in order to better use the properties of the LoRa™ modulation. In this case, higher bandwidths will allow links with higher throughput for short-range communications. On the second (temporal) multiplexing, we have seen in the experiments that the othogonality of the links does not depend a priori on a strict synchronization. However, it is necessary to synchronize the nodes constrained in energy; the Listen Before Talk technique can help limit temporal collisions. On these two first multiplexings, we are finally in a standard case of multi-channel MAC where it is possible to apply the algorithms of this domain (with or without an appointment, with or without a dedicated channel, etc.). What the LoRa™ technology allows to add, is that for a given channel {frequency, temporal}, a communication can be realized via a SF whose value will have an impact on the robustness and the range of the link. In addition, SF being orthogonal, several links between several objects can be made at the same time on the same channel {frequency, temporal}. The object can, for example, start with a low value of SF and attempt a communication with the target gateway. If he can not reach his recipient, after several tries, he can increment his SF and retry to connect. Once the connection is established, the gateway can record the parameters of the transmission in order to respond to the transmitter with the same parameters. The transmission will be more and more robust until you succeed. In this way, a node will be able to adapt its transmission technique to the quality of the link and/or its distance. The Fig. 4 represents this type of 3-dimensional multi-channel MAC. The different colors represent the SF used by a sending node. During the initialization phase of a node and dynamically during its lifetime, the node is colored according to the state of the link between it and the gateway. If the link is degraded, the node will change its settings and change color to a darker color. In the Fig. 5 one observes an example of topology of a MAC multi SF. It is interesting to see that depending on the zone in which it is, the node will have a different SF setting. The node number 4 is very far, it uses a high SF like the node number 1. By cons this node number 1 is much closer in terms of distance. It must surely be in a difficult environment (deep indoor, behind an obstacle between him and the gateway for example...). These solutions are made possible by the fact that a gateway has the possibility of receiving several SF without having to change configuration. This is generally not the case for End Devices, which, for ad-hoc communications between objects, requires to think of another strategy. These few solutions are to be developed later, but have been made possible by the metrology phase that we have just presented.
Conclusion
The LoRa™ technology may seem very close to the usual modulations of the IEEE 802.15.4 historical standard, but because of its intrinsic parameters and its context of use, it must lead to rethink the MAC and network layers to much higher topologies star or mesh with two hops. The context of the Internet of Things and LoRa™ defines transmissions in a very dense environment as transmission distances are high. This paper permit to define the main mecanisms which can be exploited in order to answer the problem of distribution of nodes in well disjoined channels. This preliminary work opens the way for many perspectives, such as to propose an original and efficient MAC layer for IoT. In order to overcome the constraints related to the duty cycle imposed by the standardization, it lacks a final tool to define concerning the detection of occupancy of the channel as that used in the well-known CSMA/CA. LoRa™ uses a type of modulation that allows transmissions above the noise level. The RSSI measure is no longer a valid indicator of channel occupancy. The LoRa™ tranceivers integrate a socalled CAD (Channel Activity Detection) mechanism which makes it possible to detect a coherent preamble, the preamble of a message with the same SF. We are currently working to propose a MAC called CSMA/CAD without temporal constraint linked to a duty cycle.
